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1. Introduction
The Technology Enhance Teacher’s Competence Code and the Open Badges (OB) system is an
attempt to introduce quality standards to the use of ICT in primary schools, both in relation to the
strengthening of Primary School Teachers’ profiles, but also in relation to the introduction of
evidence-based data for quality assurance. The TET Code will later be linked to the self and peer
evaluation (on-line stock taking), the e-learning platform to be designed, the teaching material to be
created for the blended learning in schools and the validation process to earn a TET BADGE.
The TET Code is in essence the Blue Print Handbook to be followed by national or local authorities,
schools, institutions etc. especially in countries where ICT is not part of the National Curriculum. If
teachers are digitally equipped they will guide students from an early age in the digital era, thus
responding to the EU needs for 750,000 of computer professionals.
In order to promote the above an investigation into the current scene of each partner country in
promoting TET in primary schools has been conducted, while the needs of teachers were also
identified as part of Intellectual Output 1. This process has enabled the consortium:
-To identify the digital competences essential to upgrade the primary school teachers’ current skills
-To define the benchmarks and indicators for the Technology Enhanced Teaching Competence Code
(framework-system) against which teachers’ current TET will be self and professionally evaluated
(Stock Taking on-line) and an intervention action-plan will be offered to monitor, record and validate
achievement progress.
-To design the OPEN BADGES eco-system based on the TET Competence framework in terms of
objectives and links between the TET assessment tools (IO3), structure (level, hierarchy and
connections), criteria and description for issuers, graphic design, technological integration with the eplatform and endorsement procedure.
In this report:
- The results of the survey among primary school teachers will be presented
- A theoretical framework will be proposed in order to analyse the digital competences selected
- The digital competences’ framework will be developed whereas the benchmark and indicators will
be defined
- The syllabus for each of the selected digital competences will be produced which will support the
teaching material
- The leveling system which will support the design of the Open Badges validation system will be
produced
- The Open Badges System will be initiated as part of IO2 which will be completed in IO3.
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2. Survey Results from IO2 – TET in primary
schools and teachers’ needs
This section will include some brief comments related to the results of survey conducted in IO2
mainly in relation to the teachers’ digital needs, on which the Technology Enhanced Teaching Code –
Framework will be based on.
Based on the requirements of the PRIMETECH project and following the results of the Intellectual
Output 1 (IO1), a survey among primary school teachers was organized in all six partner countries.
The main purposes of the survey on TET in primary Schools and teachers’ needs were:
- To investigate the current state of technology in primary schools
- To collect information and views from Primary School Teachers regarding the use of technology in
schools
- To measure the teacher levels of confidence regarding the use of technology in schools
- To identify the teacher’s needs in order to develop a comprehensive professional program in the
digital field
For the purposes of the survey a common questionnaire was prepared with mainly close ended
questions. The questionnaire was provided both on-line (https://goo.gl/0j9HTY) as well as on-paper.
It was divided into five sections:
Section I: Personal characteristics (demographic questions) for teachers
Section II: School characteristics
Section III: Teachers digital skills’ needs
Section IV: Teachers digital communication and learning/teaching environment needs
Section V: Teachers learning opportunity needs
The results of the survey provided the consortium with evidence-based data to support the
development of a Technology Enhanced Teaching Framework targeting the digital needs of primary
school teachers. Its benchmarks and indicators will ensure close monitoring for the digital
acquisition. The development of the TET framework is built on the following insights:
Section I: Personal characteristics (demographic questions) for teachers
121 teachers were covered by the statistical survey from Romania, Latvia, Cyprus and Greece. 101 of
the primary teachers were female, 20 male. More than the half of the participants was between 31
and 50 years old.
The following table shows the average number of students, classes and teachers in the schools from
which the participants of the survey (121 teachers) come from.
Number of students
Number of Teachers (F/T)
Number of classes

204
23
11

Table 1: Statistical data of schools

Section II: School characteristics
The second section of the survey included questions to identify the schools characteristics such as
the number of personal computers/laptops, tablets, interactive boards, printers/scanners or audio
devices in school. All the schools included in the survey have personal computers or laptops (on
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average 28 per school), as well as a number of printers, scanners and audio devices. More than 95%
of the schools have interactive boards in the classrooms while less than 10% of the schools have
tablets in the classrooms.
Moreover, it is crucial to mention that all the schools of the participants have internet connection.
93% of the schools provide internet connection on sufficient or high speed in the main building and
8% of the schools provide internet connection in all classes as well.
All schools have an official website. On the one hand, 85% of the participant teachers communicate
with parents using texts and email, 35% use digital communication systems such as Edmodo (most
popular), and some teachers also use the same channels to communicate with students. On the
other hand, more than 80% of participant teachers do not use any learning platform or any online
learning application/tool for teaching and learning (ready or custom made).
Section III: Teachers digital skills’ needs
Teachers were asked to indicate how much experience they had using software systems, learning
platforms and digital communication systems in the class. They were also asked about their
awareness regarding internet security.

SOFTWARE
File management
Computer hardware and
environment
Text processing
Spreadsheets
Presentation
E-mail
CONTENT CREATION
Webpage
Graphics
Animation
Sound editing
Instructional Videos
LEARNING AND TEACHING
PLATFORM
Learning Platforms
Classroom Management Tools
DIGITAL COMMUNICATION SYSTEM
Digital Communication Tools
Social Media
Online Communication tools
Online Websites and Forums
designed only for teachers
SAFETY
Internet Security
Using the internet

No /little
experience

Occasional
use

Regular
use

Confident and could
facilitate to others

6
5

6
21

56
58

53
37

7
18
13
4

15
32
19
2

48
39
48
53

51
32
41
62

47
13
33
36
9

34
26
37
42
40

28
47
40
30
46

12
35
11
13
26

36
24

35
44

32
36

18
17

39
10
9
44

34
28
27
36

38
50
52
29

10
33
33
12

16
4

31
5

49
52

25
60

Table 2: Experience on using software, learning and teaching platform, digital communication systems, etc.
The highlights (bold and italic) indicate in which areas the teachers have no or little experience.
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Section IV: Teachers digital communication and learning/teaching environment needs
Teachers were asked to indicate their experience with using hardware devices. The frequency of
their usage is difficult to measure as this question is based on the available capacity in schools.
However, all the aforementioned digital devices and systems are used at least weekly.

Interactive White Board
Tablet
Smart Phone
Scanner
Printer
Digital Camera
Computer
Smart Watch
Wi Fi Router
Projector
Television

No /little
experience
35
19
8
3

Occasional use

Regular use

72
21

42
34
19
42
5
31
4
29
29

31
36
46
36
57
38
47
14
39

2
8

19
24

53
43

8

Confident and could
facilitate to others
14
32
48
40
59
44
70
6
32
47
46

Table 3: Experience in the use of hardware devices. The highlights (bold and italic) indicate on which hardware
the teachers have no or little experience.

Section V: Teachers learning opportunity needs
Teachers were asked about the type of training that they prefer. Most of them showed their
preference on organised in their school while some others prefer Online training (individual
sessions). Only few teachers prefer to be trained in ICT training centres.
Based on the available information both through the questionnaire and the national reports (IO1),
five main categories of digital competences were identified where teachers require training:
- Digital Communication System for the communication between teachers and parents or students
such as Edmodo, ClassDojo, Facebook, Email, Parents Portal
- Learning and Teaching platforms such as Moodle/Blackboard, Schoology, Google Classroom,
Dropbox, EdPuzzle, Blendspace, Plickers, Parents Portal
- Content Creation for Website Design such as weebly/edublogs/wordpress and Video Creation
- Problem Solving-Hardware such as Interactive Boards
- Software such as Spreadsheets
- Safety such as Internet Security
The above categories were used as the basis for the creation of the TET Competence CodeFramework and Syllabus discussed in the next section.
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3. Technology Enhanced Teaching (TET) with
Badges Competence Code - Framework
In this section the methodology adopted for the development of the Technology Enhanced Teaching
Competence Code-Framework will be analysed and a clarification of terms will be given. The most
needed TET digital skills will be structured in five modules. Each module covers one key competency
(e.g. safety, problem solving, digital communication systems, etc.) and will be elaborated by two
cooperating partners of the consortium. This analysis includes a framework, a syllabus, an
assessment for the Open Badges, teaching materials and e-learning modules. All modules include
training for the use of the acquired skills in class. One partner (P1) is responsible for the overall
coherency of the training program.
The proposed Framework is based on the requirements of the project and the 4 following aspects:
1. Intellectual Output 1: current scene of TET learning and assessing in each partner country primary
schools
2. Intellectual Output 2: Survey results
3. DIGCOMP: A framework for Developing and Understanding Digital Competence in Europe
4. UNESCO ICT Competency Framework for Teachers
The TET Badge Competence Code Framework is divided into broad sections called DIGITAL
COMPETENCE MODULES (e.g. internet security, etc.). Each Module covers a specific set of
knowledge, skills or competences to be acquired by the primary school teachers (e.g. the safe use of
social media sites, etc.). Each DIGITAL COMPETENCE MODULE comprises of several aspects
(COMPONENTS).
In accordance with the above listed digital competences as well as the European recommendations
as presented in the DIGCOMP Framework, the five categories used in the DIGCOMP will be combined
with the categories used in the primeTECH survey. The consortium has designed first a general
overview of the TET Badge Digital Competence Code Framework as presented in the Table 2 and has
moved on to elaborate each of the five Digital Competence Modules in depth while ensuring the
provisions of benchmarks and indicators based on the primary school teachers’ progress and digital
skills acquisition.
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Competence

Explanation

Related to
section in
primeTECH
survey

primeTECH
module

Partners

Information and
data literacy

- To articulate
information needs, to
locate and retrieve
digital data, information
and content
- To store, manage, and
organize digital data,
information and content
- To interact,
communicate and
collaborate through
digital technologies
- To participate in society
through public and
private digital services
and online citizenship
- To manage one’s digital
identity and reputation
- To create and edit
digital content
- To improve and
integrate information
and content into an
existing body of
knowledge
- To understand
copyright and licenses
- To use and modify
relevant software for
teaching purposes
- To protect devices,
content, personal data
and privacy in digital
environments
- To protect physical and
psychological health, and
to be aware of digital
technologies for social
well-being and social
inclusion
- To be aware of the
environmental impact of
digital technologies and
their use

Software

MODULE 1:
Information and data
literacy
Examples:
- Spreadsheets
- Presentation, etc.

P2 &P3

Digital
Communication
Systems

MODULE 2:
Communication and
collaboration
Examples:
- EdModo
- ClassDojo, etc.

P5 & P4

Learning and
teaching
platforms

MODULE 3:
Digital content
creation
Examples:
- Moodle
- Blackboard
- Storybird, etc.

P5 & P4

MODULE 4:
Safety
Examples:
- Internet Security

P3 & P4

Communication
and
collaboration

Digital content
creation

Safety

Video Creation

Safety

8

Practical
classroom use

- To identify needs and Cross curricular
problems, and to resolve Project Work
conceptual problems and Hardware/
problem situations in Software
digital environments
- To use digital tools to
innovate processes and
products
- To keep up-to-date
with the digital evolution
Table 4: primeTECH digital competences module
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MODULE 5:
Problem Solving in
Pedagogy Examples:
- Interactive Boards
- Specific software

P6 & P1

Based on table 4, the framework of each Digital Competence Module will be elaborated following the
procedure described below. It is important to note that the effort of the consortium is to cater for
three main aspects in designing the TET Framework: first, to offer an over conceptual framework of
the digital competence in general; second, to offer concrete and specific practical digital skills
through the use of the most popular tools and third, to include the aspect of pedagogy and use of ICT
in the classrooms.
Each Digital Competence Module will be elaborated following this structure:
Introduction: In each module, an introductory section is used to describe the general competence as
well as concrete examples of the tools and skills which can be explored by teachers. A short survey
on the content of the three levels of competency (basic, intermediate and advanced) is given.
Each module will be analysed in a table, elaborating on the following five components:
Component 1: Main Objective and Benchmark: provides the overall information what the ICT trainer
aims to achieve
Component 2: Theoretical knowledge: indicates the theoretical knowledge that the primary school
teachers will be able to acquire (e.g. I am aware of the elements and components of internet
security. I understand what malware is, etc.). Component 2 can be used as an indicator for the selfassessment.
Component 3: Practical skills: relates to the practical skills the primary school teacher will acquire
(i.e. set up strong passwords etc.). Component 3 can be used as a checklist for the validation of the
acquired skills by the external evaluator.
Component 4: Activities, teaching resources, methods: refers to the practices, methods, tools etc. to
be used to teach each competence.
Component 5: Assessments and Tests: two types of assessment approaches will be adopted for each
module. One will be automatic assessment for self-learners and one validated by a trainer for faceto-face training sessions.
Thus, in total there are 16 Open Badges: 3 per module and an additional Open Badge for the teacher
who completed successfully all the 5 Digital Competence Modules. One design will be used for each
module and issued in three colours (bronze, silver and gold) in order to indicate the level achieved by
the trainee.
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3.1. Digital Competence 1: Information and data literacy
3.1.1. Background
We define data literacy as the ability to collect, manage, evaluate, and apply data in a critical
manner.
The Digital Competence Information and Data Literacy covers specific issues related to primary
school teachers’ information needs: the contextualization and articulation of teachers’ needs; the
role of effective and goal-oriented online research; the organization, management and use of the
data; the application of the acquired skills to teachers’ professional context. Information and data
literacy emphasizes the importance of access to information. Information and data literacy aims to
teach primary school teachers
- How to articulate their information needs,
- How to locate and retrieve digital data, information and content
- How to store, manage, and organize digital data, information and content
- Important tips on digital educational resources, searching engines, library catalogues,
forums;
- Educational software and other learning e-tools; social media channels (which, when and
how use a specific channel instead of another one ) and
- Effective use of ICT to support and enhance teaching, learning and assessment in the
classroom
More specifically, teachers should have knowledge of: searching, evaluating and managing einformation, sharing materials through digital tools, interacting and cooperating through digital
technologies, developing digital contents and e-lessons
3.1.2. Main objectives
The Digital Competence Information and Data Literacy aims to familiarize primary school teachers
with the basic terminology related to the topic. This competence aims at providing teachers with
appropriate knowledge and skills related to the identification, assessment, organization and
management of digital resources, according to their specific information needs. To this end, teachers
are familiarized with search engines and search strategies. The training is also focused on developing
essential competences meant to enable teachers to evaluate and successfully use the information in
different classroom contexts and for different purposes. This competence enables teachers to work
with different types of data and information and save them in different file formats. In addition,
teachers’ understanding of the key concepts and benefits of using ICT to support and enhance
teaching, learning and assessment in the classroom will be increased.
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3.1.3. Levels of competence
BRONZE: Data and information essentials
This level provides primary teachers with a set of skills and knowledge that are considered essential
for data and information literacy: to have basic knowledge in searching and collecting information, in
managing data and information and in creating and using the data and information.
The teaching material aims at equipping teachers with main concepts about file management so that
they will be able to efficiently organise files and folders. Understanding key storage concepts and
using utility software to compress and extract large files is another important aspect to consider. The
level also covers the key skills needed to use a word processing application and spreadsheets. As a
result, the level facilitates teachers’ work with documents and spreadsheets in different file formats.
Furthermore, this level covers some theoretical aspects of information and data literacy and will help
primary school teachers to understand the concept of information literacy. Trainees will learn to find
appropriate and useful data through search engines. In order to facilitate this, teachers will be
provided with theoretical and practical tips on how to locate access, store and classify the
information they found which they can, later on, present and use in the classroom.
SILVER: ICT in the classroom
Firstly, at this level primary teachers will learn to create professional standard presentations by
performing tasks such as identifying, managing, creating, formatting, modifying and preparing
educational materials using different types of data and information. Secondly, teachers learn how to
engage in the pedagogically effective use of ICT to support and enhance teaching, learning and
assessment in the classroom. Teachers acquire essential concepts and skills to identifying, searching,
evaluating, organizing and communicating online information. Teachers will be enabled to navigate
between sources and to select the most effective and reliable ones according to their needs and their
classroom context, in order to achieve teaching and learning goals. Teachers will be given invaluable
information about different digital educational resources, search engines; educational software and
other learning e-tools.
GOLD: Advanced user
At this level teachers will be provided with useful information on how to use advanced features of
searching and collecting information, managing data and information and creating and using the data
and information to enhance their work, improve productivity, and save time. Teachers will acquire an
advanced level of data and information literacy skills by using the full potential of the platforms and
different types of social media application to produce higher quality information.
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Data
Discovery and
Collection:
To have basic
knowledge
about
searching for
and collecting
information.

Data
Management:
To have basic
knowledge
about
managing
data and
information.

Theoretical knowledge

Practical skills

Activities / training
material

I understand what
Information and data
literacy is
I understand how to
perform data exploration.
I understand how
information, content and
digital data are generated
and made available.

I know how to locate the
information I need.
I know how to access the
information I need.
I am able to identify useful
data and information

Lecture: Basic
Concepts

I understand the main
concepts of file
management.
I understand file
management

I am able to organize files and
folders.
I know how to store and
compress files and folders.
I know how to search for a file.
I know how to print a file.
I am able to store the
information I need.
I am able to classify the
information.

I understand the file
functions and usefulness.
I understand the usefulness
of classroom technologies

Data
application /
exploitation:
To have basic
knowledge
about
creating and
using the
data and
information

I know how to perform daily
files processing tasks ( Word,
Power Point, Excel or similar)
I know how to use basic
formatting, editing and
printing functions.
I am able to create a file, store
it electronically, display it on a
screen, modify it and print it.
I am able to insert, delete,
copy, cut and paste text
I know how to open and edit
existing file
I know how to format
characters and paragraphs;
work with tabs, intends,
margins, lists, breaks, spacing.
I am able to edit two or more
documents at the same time.
I know how to navigate in a
document and perform a
search.
I know how to use the
information and data on a
computer, laptop or video
projector
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Practical Exercise :
Browsing the
internet for
information and
selecting the
information.
Accessing the
information
needed
Lecture: Digital
information: how
it is produced and
structured
Practical Exercise:
Storing/organizing/
classifying
information

Practical Exercise:
Getting familiar
with files
processing ( Word,
Excel, Power Point)
and use of
technology

Assessments and
tests

Test/Quiz: basic
definitions
Assessed Practical
Exercise: locating
and accessing the
information

Test/Quiz:
computer
essentials
Assessed Practical
Exercise: file
management
Test/Quiz: Storing
information
Assessed Practical
Exercise:
Organizing/
classifying
information I found
on the internet
Test/Quiz: on file
processing
Assessed Practical
Exercise on the use
of classroom
technology

Bronze

Main
objective and
benchmark

Data Discovery and
Collection:
To have medium
knowledge about
searching and
collecting
information

Data Management:
To have medium
knowledge about
managing data and
information

Theoretical knowledge

Practical skills

I understand the
assessment criteria of
sources of data for
trustworthiness
I understand the
necessity of the critical
evaluation of the
quality of data sets for
errors or problems
I understand the
reliability of different
sources.
I can judge the validity
of content found on the
internet.
I can distinguish
reliable information
from unreliable
sources.
I know different data
types and conversion
method
I am familiar with
different data
organization methods
and tools
I am aware of the
importance of backups.

I know how to locate
information/digital data in
different formats
I am able to adjust searches
according to specific needs.
I know how to critically
evaluate a site
or resource before using it in
my classes.

I am aware of
classroom technologies
and learning platforms
I know how to evaluate
the usefulness
of the resources
located on the Internet
to support learning.
Data Application /
exploitation:
To have medium
knowledge about
creating and using
the data and
information

I can convert data from one
format or file type to
another
I can assess data
organization requirements
and organize data
(retention, sharing, deleting)
I know how to classify
information in a way that
allows it to be retrieved
I can download/upload and
organized information and
content.
I know how to make backup
copies.
I know how to store
information of educational
value in different formats
(videos, images, text and
web pages).
I can apply the acquired
skills in the professional
practice, to improve
teaching and learning
outcomes.
I can evaluate and select the
ICT resources I need in the
classroom.
I can apply and work with
data and information in a
responsible manner.
I can assess the usefulness
of information I found to my
classes.
I know how to use the
screen sharing, the
interactive board or mobile
devices.
I know how to use IT to
support and enhance
teaching, learning and
assessment in the
classroom.
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Activities / training
material
Lecture: Evaluating
the validity of
information
(criteria used)
Practical Exercise:
Criteria used to
evaluate the
validity of
information

Lecture: Digital
information: how it
is stored,
retrieved, and
used.
Practical Exercise:
Backup copies

Lecture: ICT
resources in the
classroom
Practical Exercise:
Criteria used to
evaluate the
validity of
information
Practical Exercise:
Using Classroom
Technologies: the
interactive board

Assessments and
tests

Test/Quiz: Criteria
used for evaluating
the validity of
information

Test/Quiz: Digital
information and its
main principles
Assessed Practical
Exercise on locating
and accessing the
information

Assessed Practical
Exercise: using ICT
resources in the
classroom
Assessed Practical
Exercis: using data
in the classroom

Silver

Main objective and
benchmark

Theoretical knowledge

Practical skills

I am aware of high level
issues and challenges
associated with data

I can use different
search engines and
other digital tools and I
know they can provide
different information
I can critically select to
work with data and
information
I can clearly articulate
my needs and adapt the
research strategy to
them.

Data Discovery and
Collection:
To have advanced
knowledge about
searching and
collecting
information.

Data Management:
To have advanced
knowledge about
managing data and
information.
Data Application /
exploitation:
To have advanced
knowledge about
creating and using
the data and
information

I am aware of different
tools and methods to
organize information
I am familiar with
refining know the
search and using
specific terminology
based on the needs
I am familiar with issues
of copyright. (citation)

I understand different
software and
application when to use
them.
I am familiar with
retrieving and
presentation concepts.
I am familiar with
embedding multi-media
in presentations
I understand methods
and platforms for
sharing data
I am confident in using
the classroom
technology
I am familiar with
different social media
applications
Using Social Media
Applications

I can compare and
integrate data from
different sources
I can recognize tools to
organize online
information like tables,
bookmarks, storyboards,
social bookmarking sites
I can use data and
information taking into
account copyright,
intellectual property
rights, disclaimers, data
protection, license
I can use software and
applications according
to my needs
I can compare, contrast,
and integrate
information from
different sources and
use them in my classes
I can share data legally
and ethically
I can identify equipment
used in teaching,
learning and assessment
to use it for
communication and
online collaboration
I can identify
information and find
different users and
interest groups using
social media
applications.
I can create, find, post
and share messages.
I understand the risks
and benefits of media
applications.
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Activities / training
material
Lecture: Evaluating
ICT Resources
Practical Exercise:
Evaluate an ICT
resource to
determine its
effectiveness in
supporting and
enhancing teaching,
learning and
assessment.
Lecture: copyright
Practical Exercise:
Cross-check different
sources and
relevance, reliability
and credibility of
different data

Lectures: ICT
Resources for
Teaching and
Learning; ICT
Resources for
Assessment Sourcing,
Evaluating

Assessments and
tests
Assessed Practical
Exercise: on
evaluating ICT
resources against
the effectiveness in
enhancing teaching,
learning and
assessment.
Test/Quiz: Criteria
used for evaluating
the validity of
information
Test/Quiz: on
copyright
Assessed Practical
Exercise on methods
for protecting data
on computers and
devices

Test/Quiz: ICT
resources for
Teaching, learning
and assessment
Assessed Practical
Exercise: on learning
platforms

Practical Exercise:
Learning platforms

Workshop: Using
Social Media
Applications
Practical Exercises:
learning platforms

Test/Quiz: Social
Media Applications
Assessed Practical
Exercise : on Social
Media Applications
Assessed Practical
Exercise: on learning
platforms

Gold

Main objective and
benchmark

3.2. Digital Competence 2: Communication and Collaboration Framework
3.2.1. Background
Online communication and collaboration keeps developing very rapidly and it is very important for
people to stay up to date with changes.
In the survey conducted for IO1 it was found that 85% of participating teachers communicate with
parents using texts and e-mail; 35% of participating teachers use digital communication systems such
as Edmodo and some of them use the same channels to communicate with students. More than 80%
of participating teachers do not use any learning platform or any online learning application tool for
teaching and learning.
According to the Digital Agenda presented by the European Commission in order to promote
employment in the ICT field and in jobs which require digital skills, the Commission created the
Grand Coalition for Digital Jobs and Skills in 2013. This is a multi-stakeholder partnership which
endeavours to facilitate collaboration among business and education providers, public and private
actors in order to take action to attract young people into ICT education and to retrain unemployed
people. The specific module will enable this category of people to acquire the essential skills to be
able to use communication skills.
3.2.2. Main objectives
This module aims to educate primary school teachers about the benefits of communicating and
collaborating online. This also means to understand how to do it safely, interactively and involving
students and parents. Trainees will be introduced to basic communication and collaboration forms
and software that are available online as well as to best practices on how to use them in classrooms.
Primary school teachers will be introduced to safe communication and collaboration on the internet.
They will be taught to recognize threats and how to use available communication tools safely. This
includes knowledge on how to protect their identity, how to inform their students about the threats
of communication online and how to avoid these threats.
3.2.3. Levels of competence
BRONZE: Basic interaction and sharing through digital technologies
This area will cover the basic knowledge of interaction and sharing through digital technologies. It
aims to support primary school teachers to identify communication and collaboration channels
online and to learn how to create an online profile for communication and collaboration. The
trainees will acquire basic safety principles for online communication and collaboration. This includes
knowledge about the importance of data security (safe passwords, credit card information,
confidential information, etc.), safe online communication channels, and how to recognize them.
Basic principles of netiquette and safe behaviour in social networks will also be introduced.
SILVER: Engagement in citizenship and collaboration through digital technologies
This level will cover the use of social networks in order to communicate with others by publicly
expressing one’s opinion, being part of online discussions and commenting on content prepared by
other people. It will introduce primary school teachers to use digital tools and technologies for
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collaborative processes as well as for co-construction and co-creation of resources and knowledge.
The importance and forms of giving and receiving feedback will be introduced. Teachers will have the
opportunity to learn how to achieve more communication and collaboration through ICT in
classroom.
GOLD: Using ICT supported communication and collaboration for teaching purposes

Main objective and
benchmark

To have basic
knowledge on how
to Communicate
and Collaborate on
the Internet.

To understand the
rules for
communication and
collaboration on
the internet

Theoretical knowledge

Practical skills

I understand what
communication on the
internet is
I understand what
collaboration on the
internet is
I understand how to
communicate on the
internet and which
tools to use for it (Email; social networks;
school based social
networks)
I understand how to
collaborate on the
internet and which
tools to use for it
I understand the
concept of netiquette
I understand the need
of applying netiquette
when communicating
online

Can identify
communication tools
on the internet
Can identify
collaboration tools on
the internet
Knows how to use
basic communication
tools
Knows how to use
basic collaboration
tools

I know how to
communicate safely
and what threats I
could encounter on the
internet
I know what kind of
information I can and
what I should not share
on my public network

Can communicate
safely with other users
Can recognize false
communication
attempts

Can communicate
respecting the rules of
netiquette
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Activities / training
material
Lecture: Basic
concepts
Practical exercise:
Using communication
and collaboration
tools
Lecture:
Communication and
collaboration
channels

Assessments and tests

Lecture: The rules
and importance of
netiquette
Practical Exercise:
How to communicate
considering the rules
of netiquette
Lecture:
Communication risks
on the internet
Practical Exercise:
Safe communication
and collaboration
channels

Test/Quiz: basic
terminology
Assessed Practical
Exercise: Dos and
Don’ts in online
communication and
collaboration
Test/Quiz: on safe
communication and
collaboration in the
internet
Assessed Practical
Exercise: Safe
communication and
collaboration channels

Test/Quiz: basic
definitions
Assessed Practical
Exercise: joining
communication and
collaboration channels

Bronze

This area aims at increasing the awareness on behavioural norms and know-how while using digital
technologies and interacting in digital environments. It also aims at transmitting knowledge on how
to adapt communication strategies to specific audiences and to respect diversity in digital
environments. It will focus on how to give feedback using communication and collaboration
technologies, and helps to reflect on the advantages and disadvantages of using these technologies
in the classroom.

To participate in
society and events
through public
and private social
media
To collaborate
with private and
public entities
through online
platforms

To be able to use
tools for online
collaboration

Theoretical knowledge

Practical skills

I understand how to
communicate with
other users of social
networks, how to
comment, contact and
discuss opinions,
pictures, articles, etc.
publicly in social
networks
I understand how to
collaborate with others
online, which are the
best channels of
collaboration that are
suited for my personal
needs
I know where to search
for information on the
best and safest
channels of
communication and
collaboration for my
personal and
professional needs
I know online
communication tools
for the purpose of
collaboration among
learners
I know good examples
of project work in the
classroom based on
collaboration

Knows how to use
social networks to
express one’s opinion,
give comments and
contact other users
Knows how to
collaborate with others
online, using the most
suitable channels and
tools

Knows how to use
communication and
collaboration channels
to gather information
Knows how to use
information collected
from communication
channels
Knows how to
implement online
collaboration tools in
the classroom
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Activities / training
material
Lecture: Social
networks
Practical Exercise:
Use of social
networks in order to
deliver and receive
information
Lecture: Impact of
the use of social
networks

Assessments and tests

Lecture: Importance
of using safe
communication and
collaboration
channels
Lecture: How to
assess whether a
communication or
collaboration channel
is safe for use
Practical Exercise:
Using online tools for
collaboration in the
classroom

Test/Quiz:
Communication and
collaboration channel
safety
Assessed Practical
Exercise on the
importance of online
security
Assessed Practical
Exercise on the use of
online tools for
collaboration in the
classroom

Test/Quiz: on the use
of social networks
Assessed Practical
Exercise on the impact
of social networks

Silver

Main objective
and benchmark

To communicate
and collaborate
online with respect
to others
To give and receive
feedback
To understand the
advantages and
disadvantages of
communication and
collaboration on
the internet

Theoretical knowledge

Practical skills

I know how to use
Communication and
Collaboration tools and
channels for everyday
tasks in the classroom
I know how to
communicate with
groups of different ages
and cultural differences
I know how to create a
safe and supporting
learning environment
I know how to give
feedback
I know how to receive
feedback
I know how to use
feedback to improve
my work

Knows how to use
online Communication
and Collaboration tools
for managing everyday
tasks in the classroom
Knows how to use
online tools to express
one self, by
considering ones
professional position

I know the advantages
and disadvantages of
online communication
for the learning process
I know the advantages
and disadvantages of
online collaboration for
the learning process

Knows how to use
online communication
and collaboration tools
in order to promote
teamwork among
learners
Knows when not to use
online collaboration
and collaboration tools
for the learning
process

Knows how to give and
receive feedback
through online
communication and
collaboration channels
Knows how to use
feedback to benefit
one’s work in the
future
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Activities / training
material
Lecture: Use of
Communication and
Collaboration tools in
classrooms

Assessments and tests

Lecture: Creating a
supportive and
effective online
learning environment

Assessed Practical
Exercise: aspects for
creating an effective
and supporting online
learning environment

Lecture: Giving and
receiving feedback
through online
communication and
collaboration
channels
Practical Exercise:
How to give sound
feedback with the
help of online
communication and
collaboration tools
Lecture: Advantages
and disadvantages of
using online
collaboration and
cooperation tools in
the classrooms
Practical Exercise:
Building teamwork
with the help of
online
communication and
collaboration tools

Test/ Quiz: Giving and
receiving feedback
online
Assessed Practical
Exercise: On the
assessment of given
or received feedback

Test/ Quiz: Use of
communication and
collaboration tools in
classrooms

Test/ Quiz: Use of
online communication
and collaboration
tools in order to build
teamwork
Practical Exercise:
Teamwork building
online

Gold

Main objective and
benchmark

3.3. Digital Competence 3: Digital Content Creation
3.3.1. Background
Digital Content Creation is an important part of our everyday online experiences. Everything that we
view online has been created by us or someone else and it has been put online to entertain, inform,
shock or educate everyone who sees this content. So it is very important for primary school teachers
to learn how to create digital content, how to edit it, how to recognize threats in digital content and
how to teach digital content creation to their students in a safe and responsible way.
Most of the teachers who participated in the online survey for this project have some experience in
digital content creation. However, most of them feel the need to improve their skills in order to use
them in the teaching process in classrooms.
3.3.2. Main objectives
This module aims to impart knowledge on digital content creation and the benefits of its use in
classrooms. Teachers will be introduced to the basics of digital content creation, useful programmes
for creating digital content and how to use it safely and responsibly in a classroom. Examples of best
practices will be included. Trainees will learn how to develop content responsibly and how to create
and edit digital content to improve and integrate information and content into an existing body of
knowledge. This includes understanding how copyright and licences are to be applied and giving
understandable basic instructions for a computer system.
3.3.3. Levels of competence
BRONZE: Understanding the variety of digital content and their purposes
This area gives an overview of the variety of digital formats and contents. It introduces the use of
programmes and online tools for distributing and sharing content among peers, students and
parents. It aims to help primary school teachers to understand how to create and edit basic digital
content in different formats, the variations of size (formats, size, resolution, etc.), to introduce them
to relevant websites and services, and to support them to understand how this knowledge and
capacities can support everyday teaching in the classroom.
SILVER: Storing and modifying digital content, copyright and licences
At this level, primary school teachers have the opportunity to learn how to modify, refine, improve
and integrate information and content onto an existing body of knowledge in order to create new,
original and relevant content and knowledge. Teachers will understand how copyright and licences
apply to data, information and digital content. They are introduced to formats for elaborating digital
content together and for distributing this content to students, parents and colleagues. They learn
how to store digital content in a safe way, how to share content that has been created by others
without infringing copyrights and how to recognise plagiarism.
GOLD: Using online and offline tools in classroom to facilitate interactive learning and content
creation

20

To have basic
knowledge on the
variety of digital
content
To have basic
knowledge on
digital content
creation
To understand the
possibilities of
using digital
content in the
classroom

Main objective
and benchmark
To have
knowledge on how
to modify,
improve and
integrate more
content onto an
existing digital
content
To understand
how copyright and

Theoretical knowledge

Practical skills

I understand what is
digital content
I understand the variety
of digital content
I under
I understand how to
create basic digital
content
I know how to use
online tools for digital
content creation

Knows what digital
content is and which
programmes to use to
create basic digital
content
Knows how to create
and use basic digital
content in the
classrooms
Uses online tools to
create digital content
Knows the basics of
digital content sizes
such as resolution,
different formats, etc.
Knows which aspects to
take into account for
using digital content in
the classroom in a
productive way
Knows which tools to
use in order to create a
positive learning
environment and
administer the learning
process
Knows to use online
tools for creating digital
content collaboratively

I know challenges and
opportunities of using
digital content for
teaching purpose
I know the
requirements for using
digital content for
teaching purpose in a
productive way
I know websites that
support the use of
digital content in the
classroom

Theoretical knowledge

Practical skills

I know how to store
digital content properly
I understand how to
integrate additional
content onto an existing
digital content
I know how to present
content that has been
added additionally
I know how to use
online collaboration

Knows how to add
additional content onto
an existing content
Knows how to show
additionally added
content to others
Knows how to use
online collaboration
tools for content
creation, revision,
updating, etc.
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Activities / training
material
Lecture: Basic
concepts and most
common problems
Practical Exercises:
Creating basic digital
content
Lecture: Use of online
tools to create digital
content
Practical Exercises:
Digital content
creation with the help
of online tools

Assessments and
tests
Test/ Quiz: Digital
content creation
Assessed Practical
Exercises: Digital
content use in
classrooms

Lecture: Digital
content use in the
classroom
Practical Exercises:
challenges and
opportunities of using
digital content in the
classroom

Test/ Quiz: Digital
content use in the
classroom
Assessed Practical
Exercises: challenges
and opportunities of
using digital content
in the classroom

Activities / training
material
Lecture: Updating
content created by
others or one self
Practical Exercises:
Modifying and
improving content
Lecture: Online
collaborative content
creation
Practical Exercises:
Creating content with

Assessments and
tests
Test/ Quiz: Updating
existing digital
content
Assessed Practical
Exercises: Creating
and updating digital
content online
Test/ Quiz: Creating
content with the
help of online
collaboration tools

Silver

Main objective
and benchmark

Bronze

At this level, primary school teachers are introduced to the various online and offline tools which can
help them create interactive content for classroom use. These tools can be used to create exercises,
give homework and assess the work that students are doing or have done in real time. Online and
offline tools can help teachers to monitor student results and achievements in real time, explain the
content of curriculum if someone has not understood it at once and make sure that students are
paying attention to the lesson plan.

tools to create content
together with my peers
I know what is copyright
I know how to use
references when I used
digital content created
by others
I know how to
watermark digital
content that I have
created
I know what are the
consequences of using
digital content that has
been created by others
without permission

I know which online
tools to use to exchange
digital contents
I know how to exchange
digital content with
other online users in a
safe manner
I know how to receive
and confirm digital
content that is being
sent to me

Main objective and
benchmark

To have knowledge
on how to use
online and offline
digital content
creation tools for
classroom needs
To have knowledge
on how to use
online and offline
tools for student
assessment

Knows the basics of
copyright and licenses
that apply to data and
knows how and when
to use references if
using content created
by others
Knows how to use
watermarks in order to
protect digitally created
content
Is aware of the
consequences of using
digital content without
proper references or
without the authors
permission
Knows which tools,
programmes and social
media to use in order to
share and receive
digital content online.
Knows which devices to
use in order to
exchange digital
content offline and how
to do it safely
Knows how to
exchange digital
content online safely

Theoretical knowledge

Practical skills

I know which online and
offline tools to use for
my specific subject in
school
I know how to use
online and offline tools
to help me facilitate
teaching in my
classroom
I know how to use
online and offline tools
to give homework to my
students
I know how to use
online and offline tools
to assess the work that
my students are doing
or have done at home
I know how to use
online and offline tools
to make studying in my
classroom more
interactive and
attractive to my
students

Is aware of online and
offline tools which are
more suitable for
teacher’s specific
subject
Knows how to use
online and offline tools
to facilitate teaching in
their classrooms and
how to give homework
to students with the
help of these tools
Knows which online
and offline tools to use
in order to assess the
work that has been
done by students
Knows how to use
online and offline tools
in order to attract
students with
interesting and
interactive methods
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online collaboration
tools
Lecture: Copyright
and licenses that apply
to data
Practical Exercises:
Using references
Lecture:
Consequences of
improper digital
content use
Practical Exercises:
Using watermarks in
digital content

Text/ Quiz:
Copyright
Assessed Practical
Exercises: Use of
watermarks and
references in digital
content
Test/ Quiz: On
improper use of
digital content

Lecture: Digital
content sharing online
and offline
Practical Exercises:
Safe digital content
sharing online and
offline

Test/ Quiz: Sharing
digital content
Assessed Practical
Exercises: Digital
content sharing
among many
recipients

Activities / training
material
Lecture: Online and
offline tools which
can be used to
facilitate learning in
classrooms
Practical Exercise:
Use of online and
offline tools to
facilitate learning in
classrooms

Assessments and
tests
Test/ Quiz: Online
and offline tools to
facilitate learning in
classrooms
Assessed Practical
Exercise: On the use
of online and offline
tools

Lecture: Student
assessment using
online and offline
tools
Practical Exercise:
Using online and
offline tools for
student assessment

Test/ Quiz: Student
assessment using
online and offline
tools

Gold

licences apply to
data, information
and digital content

3.4. Digital Competence 4: Internet Security
3.4.1. Background
In nowadays technological advanced era everything is done online; computers and smartphones are
like our extensions. At the same time, fraudulent activities put our personal online security at risk.
The online survey showed that most primary school teachers are aware of their need to be informed
and well trained about internet security. According to the Digital Agenda presented by the European
Commission, one of the seven pillars where Europe 2020 aims to grow is to reinforce the feeling of
online safety by being well educated about the Internet and its dangers.
3.4.2. Main objectives
This module aims to educate primary school teachers about the basic Internet terminology, the
importance of information and its protection as well as on important principles on retention and data
privacy and threats on personal security. Additionally, essential skills like using passwords, using
firewalls and wireless networks will be developed. It is important for the trainees to know what
malware is and how to protect computers, networks and personal information from it. In addition,
terms like firewalls or hotspots will be defined and some technical experience will be gained. Safe
browsing of the internet through secure browsers and identifying ordinary and wireless security
types will be imparted as well as further communication security issues related to the use of email
and social networks. The module aims at supporting primary school teachers to develop awareness
about the dangers of thoughtless use of the Internet and social media websites.
3.4.3. Levels of competence
BRONZE: Basic internet and internet security terms
This area covers some theoretical aspects of internet security. It supports primary school teachers to
understand how important it is to keep information and data secure and to identify different threats
as well as how to protect one’s data. Additionally this area aims to teach trainers about different
forms of malware, antivirus programs and the proper creation and use of passwords.
SILVER: Internet and network security – security data management and web use
At this level the trainees will be introduced to different types of networks and the dangers that exist
when a connection is not secure or when a network is untrustworthy. They will also be introduced to
the firewall, its use and some of its limitations, as well as to hotspots. Trainees will be taught to use
internet browsers securely, to set up a web browser in order to provide the safest possible browsing
and to be aware of the dangers and potential threats to privacy when using cloud applications for
backing up data. Special emphasis will be given to communications and social media and on how to
avoid inappropriate online behaviour. Knowledge on how to effectively and securely deleting files as
well as the need of backing up and restoring data will be imparted.
GOLD: Communicating safely
This level focused to online behaviour and the related potential dangers and threats. While the
importance of information is highlighted, also awareness of the danger of sharing too much
information online will be raised. Cyber bullying, a variety of online roles and strategies of how to
deal with it will be considered.
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To have basic
knowledge on what
the internet is, the
internet dangers and
how to protect from
them.
To understand the
communication
security issues that
can emerge by the
use of email and
social networks.

Main objective
and benchmark

To familiarize
with the basic
security concepts
To have basic
knowledge
regarding the use
of appropriate
web browsing
settings and
understand how
browse online
safely.
Backup and
restore data to
various storage
locations.
Delete and
dispose data
securely.

Theoretical knowledge

Practical skills

I understand what the
internet is
I understand what the
WWW is
I understand the terms
of ISP and URL
I understand what a
browser is

Be able to identify the
difference between
the internet and the
www
Be able to setup and
use different web
browsers
Be able to analyze the
structure of a web
address
Be able to recognize
threats to data
Be able to protect
important information

I know the difference
between the data and
information
I know what cybercrime,
hacking, phishing,
pharming are
I know the
characteristics of
information security
I know different types of
malware and ways to
protect my data
I know about antivirus
software
I am aware of the risks
of using unsupported
software

Be able to protect
from malware
Be able to install and
update antivirus
software
Be able to scan drivers
and files

Theoretical knowledge

Practical skills

I am aware of
methods of social
engineering
I know what identity
theft is
I know how to choose
strong passwords
I know what is
encryption and its
applications
I know different types
of networks
I know what a firewall
is
I know the dangers of
using unprotected
networks
I know the importance
of backups and
different types of
backup features and
different back up
locations
I know the difference
of deleting and
permanently deleting
files.

Be able to set
passwords on files and
important documents
Be able prevent
unauthorized access to
data
Be able to recognize
social engineering
methods

Activities / training
material
Lecture: Basic
Concepts
Practical Exercises:
Web Browser
Lecture: Web
Address

Assessments and
tests
Test/Quiz: on basic
definitions
Assessed Practical
Exercises on web
browser set up and
web address
structure

Lecture: Terminology
Lecture: Data Risks
Lecture: Protect
Information
Lecture: Threats
Practical Exercises:
Protect important
information

Test/Quiz: on basic
terminology, data
risks and protect
information
Assessed Practical
Exercises on threats
and protecting
important
information
Test/Quiz: on
malware, antiviruses
and risks
Assessed Practical
Exercises on
antiviruses

Lecture: Malware,
Antiviruses and Risks
Practical Exercises:
Antiviruses

Activities / training
material
Lecture: Personal
and file security
Practical Exercises:
Assess Control
Practical Exercises:
Passwords

Assessments and tests

Be able to distinguish
the different networks
LAN, WLAN and VPN.
Be able to enable it
and disable a firewall

Lecture: Networks
and Connections
Lecture: Networks
and firewalls

Test/Quiz: Networks and
Connections
Test/Quiz: on networks
and firewalls

Be able to protect a
computer
Be able to back up
data
Be able to delete a file
permanently
Be able to set up
appropriate settings
for enabling and
disabling

Practical Exercises:
secure, back up and
delete data
Practical Exercises:
Protection, back up
and deletion

Assessed Practical
Exercises on secure, back
up and delete data
Assessed Practical
Exercises on protection,
back up and deletion
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Test/Quiz: Personal and
file security
Assessed Practical
Exercises on assess
control, passwords,
encryption/decryption of
files

Bronze

Main objective and
benchmark

Silver

:

Main objective
and benchmark

To understand
the potential
dangers of
personal identity
theft
To have basic
knowledge in
helping the
Internet users
protect
themselves from
online treats

autocomplete
Be able to delete data
from browser
Be able to set up a
web browser and
make online
transactions on secure
websites
Be able to set up and
use control functions
(internet filtering
software and parental
control software)

Theoretical knowledge

Practical skills

I know what a digital
signature is
I know why I need to
encrypt/decrypt emails
I know the dangers of
disclosing confidential
information on social
media
I know why it is
necessary to apply
privacy settings on social
media accounts
I know the dangers of
using social media
accounts
I know how and to
whom to report
inappropriate social
network behavior
I am aware that I might
come across
inappropriate content
I know what is
inappropriate to be
posted online
I know the dangers of
sharing personal
information
I know what is sexting
I know what sexual
solicitation is
I know what grooming is
I know what
cyberbullying is and the
players of it
I know how to
distinguish the roles of
cyber bullying(victim,
cyber bully and
bystanders)

Be able to identify
fraudulent emails
Be able to identify
infected files enclosed
in emails
Be able to change
privacy settings on
social media websites.

Lecture: Secure Web
Practical Exercises:
Set up a browser
and safe browsing

Test/Quiz: Secure Web
Practical Exercises on
setting up a browser and
safe browsing

Activities / training
material
Practical Exercise:
Email and Social media
security
Lecture:
Communication and
social media security

Assessments and tests

Be able to deal with
inappropriate content
Be able to prevent
inappropriate posts
Be able to protect
learners from
revealing too much
information

Lecture: Going Online
Practical Exercise:
Prevention of
inappropriate posts

Test/Quiz: Going
Online

Be able to protect
teens form predatory
offenders
Be able to deal with
incidents of cyber
bullying
Be able to help a cyber
bullying victim

Lecture: Additional
Definition
Practical Exercise:
Cyber bullying players

Test/Quiz: Additional
Definition
Assessed Practical
Exercise: cyber
bullying players
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Practical Exercise on
Email and Social
media security
Test/Quiz:
Communication and
social media security

Assessed Practical
Exercise: prevention
of inappropriate posts

Gold

I know in which cases
deletion of files/data
may not be
permanently
I am aware that
certain online
activities should only
be undertaken on
secure web pages
I know how to use
secure websites
I am able to make
online transactions in
a safe way
I know the functions of
content control
software

3.5. Module 5: Problem solving in pedagogy
3.5.1. Background
The Digital Competence Module “Problem Solving in Pedagogy” aims to consolidate existing teaching
practice using problem solving techniques in class, to provide teachers with additional methods and
to introduce them to collaborative networks of practitioners for further development of area or
subject specific approaches to teaching using problem solving challenges.
Problem solving can be interpreted as what to do when one doesn’t know what to do. While a
teacher would use an exercise essentially to ask pupils to apply a method they have learned on a
similar example, a problem is much more difficult, as pupils usually do not have a preconceived
notion as to how to solve it.
In this module, teachers will learn general, wide-ranging strategies for solving problems. These
strategies are applicable to a large scope of problems. Many of these problems are unique and there
is no recipe to follow. To solve the problems, pupils will employ broad heuristic strategies.
What will be the benefit for the pupils? Collaboration is an essential element of a 21st century
learning environment and this will be emphasized here. When pupils work with other pupils, they are
free to make conjectures, ask questions, make mistakes, and express their ideas and opinions. The
teacher has to create an atmosphere where they do not have to worry about being criticized for their
thoughts or their wrong answers. Pupils will learn to support each other, question each other, make
another person explain what they don’t understand, and make sure the other members of the group
understand, too. If others in their group make mistakes, they mustn’t berate them; they must help
them to see why they are wrong.
What is the role of the teacher? In most classes, the teacher is the final authority to tell pupils
whether they are right or wrong. In this module, the teacher will learn to play that role at times, such
as in grading homework and assessments. However, there will be many times when the teacher has
to learn not play that role. In real practice during pupil presentations, there may be days when
several people get different answers. A natural pupil reaction at this point would be to ask the
teacher who is correct. There will be moments when the teacher will answer that question, and
moments when the teacher will not. The groups can discuss which answer they think is correct and
why. Explaining why is a very important part of this approach. When pupils stop relying on the
teacher to verify their work, they will become more powerful problem solvers. Pupils will learn to
evaluate their own work and the work of others carefully.

3.5.2. Main objectives
The ultimate aim of this module is to change the practice of teachers and increase TET enhanced
problem solving techniques in their pedagogy.
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3.5.3. Levels of competence
BRONZE: Problem solving techniques
This area presents some basic problem solving techniques adapted to primary school level as they
can be used for most learning situations in all subjects or areas of learning. The Bronze badge will
cover the knowledge of these techniques and the skills of their application to the teaching/learning
process. The following topics will be covered here: Giving a representation to a problem, making a
calculated guess, going through a process, and modifying the question.
SILVER: Creative problem solving using known and less-known software and hardware
This area intends to enhance teachers’ practice in using problem solving in their teaching by adopting
available software and hardware solutions. Well known software applications will be used in new
ways for creative problem solving challenges. Also widely available hardware at school will be put to
alternative use.
GOLD: Adopting and creating best practice

Main objective
and benchmark

To have basic
knowledge on
problem solving
techniques
used in class for
teaching any
area or subject.
To understand
practical use of
problem solving
in class by
applying it to
various
contexts.

Theoretical
knowledge
I can give a
representation to
a problem
I understand
different forms of
diagrams and their
purposes
I can design
systematic lists for
specific purposes

Practical skills

Activities / training
material

Assessments and
tests

Be able to draw a
diagram
Be able to make a
systematic list

Presentation: Drawing
diagrams –forms,
purposes,
interpretation
Practical Exercise:
Applying diagrams to
problems
Presentation: creating
system. lists
Practical Exercise:
Applying systematic
lists to problems

Test/Quiz: on
diagrams and
systematic lists
Assessed Practical
Exercise Solving
problems by
representing them
in diagrams and
systematic lists

I can make a
calculated guess
I understand the
concept of trial &
error
I can look for
patterns in a
problem
I am able to make
a supposition

Be able to apply
a trial &error
approach to a
problem
Be able to look
for patterns
Be able to
identify where a
reasonable
guess is suitable

Presentation: Trial &
Error as concept and
as part of a process
Practical Exercise:
Trial & Error is not
failure, but learning
process
Presentation:
Looking for patterns
in problems
Practical Exercise:
Applying patterns to

Test/Quiz: trial &
error, patterns
and suppositions
Assessed
Practical Exercise
Solving problems
using calculated
guess
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Bronze

This area will take the teachers’ practice to the ultimate level engaging them in collaborative
networks, inviting them to develop innovative techniques and exchange good practice with
colleagues at national and European level. It will also address practical problem solving not as a
teaching method, but as a part of a challenging career when teachers deal with their own IT related
problems, or when in need of adapting their teaching to pupils with special education needs for
example (SEN in TET)

I can describe a
process within a
problem
I can act out a
process
I can work
backwards by
reconstructing a
process
I can create a
model

Be able to make
mental and
physical
representations
of a process
Be able to
reconstruct a
process
backwards
Be able to plan,
construct and
analyze a model

I can modify a
question by
restating the
problem,
simplifying it or
solving part of the
problem

Be able to
identify key
elements of a
problem and
restate the
question
Be able to
identify all
aspects of a
problem and
simplify it
Be able to break
a problem into
parts and solve
them separately
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problems
Presentation:
Suppositions and
reasonable guesses
Practical Exercise:
Applying
suppositions to
problems
Presentation: Acting
out a problem
Practical Exercise:
Applying acting out
to a problem
Presentation:
Working backwards
Practical Exercise:
Applying working
backwards to
problems
Presentation:
Creating a model
Practical Exercise:
Plan, construct and
analyze a model of a
problem
Presentation:
Restating the
problem
Practical Exercise:
Solving a problem by
restating the
question
Presentation:
Simplifying the
problem
Practical Exercise:
Solving a problem by
simplifying the
question
Presentation: Solving
part of a problem
Practical Exercise:
Solving a problem by
breaking it in parts

Test/Quiz: on
going through a
process of a
problem
Assessed
Practical Exercise
Solving problems
using process
description,
construction and
analysis

Test/Quiz: on
modifying the
question
Assessed
Practical Exercise
Solving problems
by modifying a
question in
different ways

To have basic
knowledge on
different
software and
hardware
products for
problem solving
To understand
practical use of
different
software and
hardware
products for
problem solving
in various
contexts.

Theoretical
knowledge
I can identify and
use different
software products
to use in class for
problem solving
activities

I can identify and
use various
hardware products
to use in class for
problem solving

Practical skills
Be able to use
basic office
software
(simplified use)
for problem
solving techniques
identified in
bronze level
module.
Be able to use
specialist software
(simplified use)
for problem
solving techniques
identified in
bronze level
Be able to use
tools or hardware
products for
problem solving
techniques
identified in
bronze level
module
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Activities / training
material
Lecture: Problem
solving assisted by
software products
– word processing,
spreadsheets,
presentations,
drawing, etc.
Practical Exercise:
Applying software
apps to problems

Assessments and
tests
Test/Quiz: on
software assisted
problem solving
Assessed
Practical Exercise
Solving problems
by using software
products

Lecture: Problem
solving assisted by
hardware products
Practical Exercise:
Applying hardware
products to
problems

Test/Quiz: on
hardware
assisted problem
solving
Assessed
Practical Exercise
Solving problems
by using
hardware
product

Silver

Main objective
and benchmark

To have basic
knowledge on
different
professional
networks
focusing on
problem
solving at
school
To be aware
of research
carried out in
the field of
applying
problem
solving in
teaching

Theoretical
knowledge

Practical skills

Activities / training
material

Assessments and
tests

I can identify and
sign up to
professional
networks which
will enhance my
knowledge of
problem solving

Be able to identify
serious
professional
networks, create
an account and
actively participate
in exchange of
good practice

Test/Quiz: on use
of professional
networks for own
practice
Assessed
Workshop
Finding concrete
information in
networks

I can follow the
latest research in
the field of
teaching through
problem solving

Be able follow
specialized
research and draw
inspiration for my
own practice

Presentation:
Professional
networks - their
focus and relevance
Practical Exercise:
Navigate a
network,
contribute and
draw on experience
of others
Presentation:
Scientific research
applied to practice
Practical Exercise:
Today’s research in
my practice
tomorrow

I can search for
solutions to work
related IT problems

Be able to explore
several ways of
finding online a
solution to a work
related IT problem

Presentation: Ways
to
find
online
solutions to IT
problems
Practical Exercise:
Addressing specific
IT problems

I can adapt my use
of IT in problem
solving to pupils
with SEN

Be able to find
solutions for
adapting IT use in
teaching to pupils
with SEN

Presentation: TET
and SEN
Workshop:
Case
studies of SEN
adapted TET
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Test/Quiz: on use
of research for
own practice
Assessed
Practical Exercise
Applying
concrete research
results to own
practice
Test/Quiz:
on
online search for
solutions to IT
problems
Assessed
Practical
Exercise:
Finding concrete
solutions
to
example
of
concrete
IT
problems
Test/Quiz: types
of SEN which can
be addressed by
TET
Assessed
Workshop:
Finding concrete
solutions
to
adapting TET to
SEN

Gold

Main
objective and
benchmark

4. Syllabi
The Syllabus provides guidelines and content for the design of the ICT Step-by-Step Teaching Guide
for the ICT training to be implemented at a later stage (IO5). Additionally, it will be used for the pilot
testing of the on-line modules to be developed.

4.1. Digital Competence 1: Information and data Literacy
This course sets benchmarks for the basic Information and Data literacy skills required for teachers to
find and use appropriate data through search engines. It aims to provide teachers with some
theoretical and practical tips on how to locate, access, store and classify the information they found
which they later on have to present and use in the classroom.
4.1.1. Main Objectives and Benchmarks

4.1.2. Levels
Topic
1. Information and
data literacy

Chapters
1.1. Basic concepts

Reference
1.1.1.

2. Digital data
management

2.1. How digital information is produced,
organized and
structure
2.2. Strategies how to
store / organize /
classify information

2.1.1.

3.1. Creating data and
information

3.1.1.

3. Data application
and exploitation

2.2.1.
2.2.2.

3.1.2.
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Description
Understand what the main concepts
are: information, data and data
literacy
Locating, accessing and storing
information

Classifying and organizing the
information
Searching for a file
Getting familiar with files processing
(Word, Excel, Power Point)
Use of technology: computer, laptop
or video projector

Bronze

• Have knowledge of what Information and data literacy is.
• Have knowledge of what search engines are.
• Have knowledge of what the main information search techniques are.
• Be able to locate, access, store, retrieve, organize and classify information.
• Have the skills to evaluate the quality of educational resources available on the Internet in terms of
reliability and accuracy.
• Have the skills to evaluate the quality of educational resources available on the Internet in terms of
their usefulness and alignment with the curriculum.
• Be familiar with the most important reliability criteria.
• Have the knowledge to create and present information in a variety of formats.
• Be able to download/upload information.
• Be able to make backups.
• Be aware of copyright issues.

Reference
4.1.1.

5.1 Reliability criteria

5.1.1.

5.1.2.
5.1.3.

6. ICT resources in
the classroom
(medium)

6.1. Classroom
technologies, digital
content and learning
platforms

5.1.4.
6.1.1.

6.1.2.

Description
Which criteria are used to evaluate
the reliability of sites? Using the
criteria to evaluate the reliability of
an online site or resource.
Locating, storing and retrieving
information/digital data in different
formats.
Classifying information in a
retrievable way
Downloading / uploading
information
Making backup copies
Types of digital content that can be
used to support and enhance
teaching and learning; outline of
their key features
Communication tools that can be
used to support and enhance
teaching and learning; outline of key
features. Evaluating the usefulness of
the resources located on the Internet
to support learning (evaluation).
Which criteria are used to evaluate
the usefulness of sites?
Learning how to use the interactive
board

6.2. Usefulness of
criteria
6.3. Using the
interactive board

6.2.1.

Topic
7. Searching for and
using online information in an effecttive and critical way
in the classroom

Chapters
7.1. Evaluating ICT
resources

Reference
7.1.1.

Description
Evaluating ICT resources using a
systematic approach

7.1.2.

8. Copyright

8.1. Concepts

8.1.1.

8.2. Basic information

8.2.1.

Evaluating digital content for effecttive use in education: Dangers of
online info; information vs fake news
What is copyright? Shared physical
resources; "knowledge commons"
Fair use and copyright infringement;
Creative Commons and copyright
Public software repositories/shared
physical resources
The importance of using licensed
software. Types of software licenses
Recognize the need to acknowledge
sources, seek permission to use
digital text, images, audio, video, as
appropriate
Identify and understand online
collaboration tools to support and
enhance teaching and learning

6.3.1.

8.2.2.
8.2.3.
8.2.4.

9. ICT resources for
education (advanced
level)

9.1. ICT resources for
teaching and learning

9.1.1.
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Silver

Chapters
4.1. Reliability criteria

Gold

Topic
4. Criteria used for
evaluating the
validity of
information
5. Digital
information: how is
it stored, retrieved
and used

9.1.2.

9.2. Electronic
Portfolios

9.2.1.

9.2.2.

10. Using social
media

10.1. Basic
information

10.1.1.

Identify image, audio, video tools
that can be used to support and
enhance teaching and learning and
outline their key feature
Understand the term electronic
portfolio and how it can support and
enhance assessment.
Identify tools for supporting the use
of electronic portfolio and outline
their key features.
Risks and opportunities of using
social media

4.2. Digital Competence 2: Communication and collaboration framework
This course aims to educate Primary School teachers about Communication online and in classroom.
Starting from the most basic parts of online communication and continuing with safe use of social
networks, as well as teamwork inside and outside the classroom with the help of online
communication and collaboration tools.
4.2.1. Main Objectives and Benchmarks








Topic
1. Basics of online
communication

2. Online
communication
etiquette

Chapters
1.1. Basic Concepts
of Online
Communication
1.2. Online
Communication and
Collaboration
Channels
2.1. Benefits and
effects of netiquette

Reference
1.1.1.

Description
Defining collaboration and
communication

1.2.1

Understand collaboration and online
collaboration
Necessary skills for effective
collaboration
Benefits of netiquette
Effects of netiquette

1.2.2
2.1.1
2.1.2
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Bronze

Can identify online Communication and Collaboration channels
Knows how to use basic online Communication and Collaboration channels
Use of hardware and programs in order to communicate and collaborate online
Knows how to recognize online communication risks
Knows how to avoid online communication risks
Safe and responsible use of social networks
Knows how to give and receive feedback with the help of online communication and collaboration
tools
 Be able to communicate and collaborate online with respect to others
 Managing one’s digital presence online with respect to others
 Can build and promote teamwork with the help of online communication and collaboration tools


3.1.1

3.1.2
3.1.3
3.2 Things you should 3.2.1
never post on social
media

Maintaining a positive online presence
How to use social media responsibly
Sharing personal information online –
do’s and don’ts (passwords, bank
data, private information and data)

Topic
4. Communication
and collaboration on
the internet
5. Selecting online
collaboration tools

Chapters
4.1 Use of social
networks

Reference
4.1.1
4.1.2

5.1 Different online
collaboration tools

5.1.1

Description
The importance of social media
The advantages of using collaboration
tools
Text based collaboration and
communication tools
Collaboration and communication
focusing on visual and auditive tools
Programs that work well with children
Best practices of collaborative
projects with children

5.1.2
6. Online
communication tools
for children

6.1 Improving
communication with
children

6.1.1
6.1.2

Topic
7. Using
communication and
collaboration tools in
class

Chapters
7.1 Creating an
effective online
learning
environment

Reference
7.1.1

8. Giving and
receiving feedback
supported by online
collaboration and
communication tools
9. Advantages and
disadvantages of
communication and
collaboration

8.1. Online tools for
giving feedback

9.1 How to support
collaboration

Staying save on social networks

7.1.3
8.1.1
8.1.2

Description
The learning environment and
learning community
Criteria for effective online learning
environments
Important considerations for teachers
Class Dojo
Kaizena

9.1.1

Advantages of online communication

9.1.2

Disadvantages of online
communication

7.1.2

4.3. Digital Competence 3: Digital Content Creation
This course aims to educate Primary School teachers on the basics of Digital Content Creation, how
to use basic digital content, which online tools to use in order to create Digital content and which
safety measures are to be taken into account whilst exchanging with digitally created content online
and offline. This course will also introduce teachers with the importance of using references and
copyright and data licenses. Teachers will be taught on how to recognize malicious content and how
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Silver

3.1. Staying safe on
social media

Gold

3. Safe
communication on
social networks

to stop it from spreading. As well as how to use online and offline tools to assess the work of their
students.

4.3.2. Levels
Topic
1. Basics of digital
content creation
2. Types of digital
content

Chapters
1.1. Basics of digital
content creation
2.1. Videos, audios
and images

3. Other types of
digital content

3.1. Digital content for
teaching

4. Digital content in
the classroom

4.1. Creating digital
content for teaching
4.2. Managing the
digital classroom
4.3. Teaching with
digital content
4.4. Specific online
applications

Reference
1.1.1

Description
Basics of digital content creation

2.1.1
2.1.2
2.1.3
2.1.4
2.1.5
2.1.6
2.1.7
2.1.8
3.1.1
3.1.2

File extensions
Audio file formats
Compressed file formats
Image file formats
Presentation file formats
Spreadsheet file formats
Video file formats
Text file formats
Infographics and memes
User-generated content, live chats,
photo gallery
Q&A, Interviews, Tweets
GIFS, eBooks, Comics
Visualisation, podcasts, timelines
Webinars, maps
Posts, stories
Book reviews, mind maps
Illustration, Audio records, PDFs
QR Codes, Flyers, Polls
The purpose of using digital content

3.1.3
3.1.4
3.1.5
3.1.6
3.1.7
3.1.8
3.1.9
3.1.10
4.1.1
4.2.1
4.3..1.
4.4.1
4.4.2
4.4.3
4.4.4
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Guidelines for managing the digital
classroom
10 practices for teaching with digital
content
Kahoot
Socrative
Padlet
Google Docs

Bronze

4.3.1. Main Objectives and Benchmarks
 Have knowledge on the basics of digital content creation
 Have knowledge on online and offline tools and programs for digital content creation
 Can add additional content into existing one
 Is aware of content copyright and data licences. Knows how to use references
 Knows how to recognize and delete malicious content to stop it from spreading
 Knows how to use online and offline digital content creation tools in order to use them in a
classroom
 Knows how to use online and offline tools to assess the work of students inside and outside of
classrooms

6. Updating digital
content

7. Copyright and
licenses

8. Consequences of
inappropriate use of
digital content

Topic
9. Using interactive
tools in the
classroom

10. Use of online
and offline tools for
the assessment of
student work

Reference
5.1.1.

Description
Data storage devices

5.2.1

5.4. Sharing digital
content

5.4.1

5.5. Google Drive
5.6. Dropbox
5.7. Criteria for
choosing
6.1. Google Docs

5.5.1
5.6.1
5.7.1

Magnetic, optical and flash memory
devices
Protecting the USB flash drive from a
virus
Tools, programmes and social media
for sharing and receiving digital
content online
How to use Google Drive
How to use Dropbox
How to choose an appropriate tool

6.1.1.

How to use Google Docs

6.2. Kahoot
6.3. Padlet
6.4. Canva.com
7.1. Plagiarism

6.1.2.
6.1.3.
6.1.4.
7.1.1.
7.1.2.
7.1.3.
7.1.4.
7.1.5.
8.1.1.

How to use Kahoot
How to use Padlet
How to use Canva.com
Understanding plagiarism
Types of plagiarism
Understanding copyright
The importance of making references
Applying watermarks
Possible effects of the absence of
copyright laws

8.2. Checking for
plagiarism

8.2.1.

Verifying whether a paper is
plagiarised

Chapters
9.1. How to increase
engagement and
participation
9.2. Interactive
classroom training
9.3. The interactive
classroom without
technology
9.4. Blended learning

Reference
9.1.1.

Description
Tips to increase engagement and
participation in the classroom

9.2.1.

9.5. QR Codes
10.1. Use of online
and offline tools for
the assessment of
student everyday
work in classrooms

9.5.1.
10.1.1.
10.1.2.
10.1.3.
10.1.4.
10.1.5.
10.1.6.

Ways to design the interactive virtual
classroom training
Tips for creating an interactive
classroom environment without
technology
The definition of blended learning
Apply blended learning in the
classroom
Using QR Codes for education
How to use Plickers
How to use AnswerGarden
How to use Animoto
How to use Storybird
How to use ClassMarker
How to use Easy LMS

8.1. Effects of
copyright laws

5.3.1

9.3.1.

9.4.1.
9.4.2.
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Silver

Chapters
5.1. Data storage
devices
5.2. Examples of
computer storage
5.3. Protecting data

Gold

pic
5. Storing digital
data

4.4. Digital Content 4: Internet Security
This course sets benchmarks for the basic Internet Security skills required to maintain a secure
Internet presence. It aims to teach teachers and trainers how to use the Internet safely, manipulate
data and information in the appropriate manner.
4.4.1. Main Objectives and Benchmarks














Have knowledge of what the Internet is and the typical terms associated with it.
Have knowledge of the importance of keeping information and data secure.
Be able to identify typical data/privacy protection, retention and control principles.
Determine threats to personal security from identity theft and potential threats to data from the
use of cloud computing.
Have the skills to use passwords and encryption to secure files and data.
Acknowledge the threat of malware; be able to protect computers, devices, networks from
malware.
Be familiar with ordinary network and wireless security types.
Have the knowledge to use personal firewalls and personal hotspots.
Protect computers/ devices from illegal access and be able to securely manage and update
passwords.
Use proper web browser settings and comprehend how to authenticate websites.
Be able to safely browse the web.
Be aware of communication security issues from the use of e-mail, social networks, voice over
Internet protocols, instant messaging, smartphones and mobile devices.
Backup and restore data to local or cloud storage locations, delete data from devices securely.

Topic
1. The Internet
Today

Chapters
1.1. Concepts / terms

Reference
1.1.1.
1.1.2.
1.1.3.

1.1.4.
1.1.5.
2. Internet security –
basic concepts

2.1. Basic terminology

2.1.1.
2.1.2.

2.2. Data risks

2.2.1

2.2.2.
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Description
Understanding what the Internet is
Understanding that the www is
Understanding the terms Internet
Service Provider (ISP), Uniform
Resource Locator (URL)
Understanding what a web browser
is. Name different browsers
Understanding the make and
structure of a web address
What is data and information, the
difference between them?
Definition of cybercrime, hacking,
phishing, pharming
Recognize threat to data (accidental,
malicious, from service providers,
individuals or external organizations)
Recognize threats from extreme
circumstances (fire, flood, etc.)
Recognize threats of cloud services;

Bronze

4.4.2. Levels

data control, loss of privacy.

3. Malware

2.3. Protect
information

2.3.1.

3.1 Types and
methods

3.1.1.

3.1.2.

3.2. Protection

3.2.1.
3.2.2.

Topic
4. Security Methods

Chapters
4.1. Personal Security

Reference
4.1.1.

4.2 File Security

4.2.1.

4.3 Access Control

4.3.1.

4.3.2.

5. Internet security
concepts

5.1 Networks and
Connections

5.1.1.

5.1.2.
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Characteristic of information
security: integrity, availability
Protect personal information (fraud,
avoid identity theft, maintain
privacy); Protect workplace
information (prevent theft,
fraudulent use, sabotage, etc.)
Different ways a malware can be
concealed: Trojans, rootkits, and
backdoors
Types of infectious malware: viruses,
worms. How they work.
Types of data theft; extortion
malware: adware, ransomware,
Spyware, botnets, keystroke logging.
Know about antivirus software and
limitations
The need to install antivirus software
on computers and devices
Why update software? (anti-virus,
operating system, web browsers,
applications, plug-ins)
Know the risks of using unsupported
software (incompatibility, malware
threats)

Description
Know the term social engineering
and its implications (unauthorized
information gathering, fraud)
Methods of social engineering
Set passwords for files (documents,
spreadsheets, compressed files)
Prevent unauthorized access to data
(username, passwords, encryption,
multifactor authentication)
What is a network account?
Why logout from network account
when not using them
What is a Network?
What are the different types of
networks? (LAN, WLAN, VPN)
Limitations of different types of
firewalls (personal, work)
Activate/deactivate firewalls.
Block/unblock applications

Silver

2.2.3.

6. Secure Data
Management and
Web Use

6.1 Secure and Backup
Data

5.1.3.

The dangers of using unprotected
wireless networks: eavesdroppers,
man in the middle

6.1.1.

Physically protect a computer (cable
locks, access control, etc.)

6.1.2.

Why it is important to have backup
procedures?
Different features of backup
(regularly, frequently, storage,
location, etc.)
Backup data to cloud, external,
media
What is the difference between
delete and permanently delete files
Why permanently delete data from
devices
Content deletion may not be
permanent in some cases (Social
Network, cloud service, etc. )
Methods of permanently deleting
data (shredding, drive destruction,
etc.)
Set appropriate settings for enabling,
disabling autocomplete, auto save in
form completion
Delete data from browser: browsing
history, download history, cached
files, passwords, cookies,
autocomplete Data
Certain online activity should be
undertaken on secure web pages
Use of secure network connections
Ways to perform secure online
transactions
How to confirm authenticity of a
website
Know the function of content control
software.
Internet filtering software, parental
control software

6.1.3.
6.2 Delete and
destruct data securely

6.2.1.

6.2.2.

7. Secure Web
Browsing

7.1. Setup the Browser

7.1.1.

7.1.2.

7.2. Safe browsing

7.2.1.

7.2.2.
7.2.3.
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Chapters
8.1. Email

Reference
8.1.1.
8.1.2.
8.1.3.

9. Social Networks

9.1 Basic information

9.1.1.

9.1.2.
9.1.3.

9.1.4.

9.2. Social media

10. Going online

10.1. Students / teens
online
10.2 Risks of Being
Online

9.2.1
9.2.2
9.2.3
10.1.1
10.1.2
10.2.1
10.2.2
10.2.3

11. Online
information

11.1 Online Posts

11.2. Sharing
information

11.1.1
11.1.2
11.1.3
11.1.4
11.2.1.

11.2.2.
11.3. Sharing images

12. Sexual
solicitation

12.1. Sexual
solicitation
12.2. Grooming

11.3.1.
11.3.2.
11.3.3.
11.3.4.
12.1.1.
12.1.2.
12.2.1.
12.2.2.
12.2.3.
12.2.4.
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Description
What is a digital signature
Why encrypt/decrypt an email
Infection of a computer by clicking
on an email attachment that contains
executable files.
Why is not wise to disclose
personal/confidential information on
social media sites
Why is necessary to apply privacy
setting to a social network account?
Dangers of using social networking
sites (Cyber bullying, false identities,
fraudulent links, malicious disclosure
of personal content.)
Reporting inappropriate social
network use/behavior to the service
provider/ authorities.
What is it?
Most common use
Safe use/ Privacy Settings
Devices used to access the Internet
What do they do online?
Important Terms
Online Inappropriate Content a
student might come across
What to do when a child/student has
come across with inappropriate
content.
What NOT to post online
Consequences of inappropriate
posts.
How to prevent inappropriate posts.
What is ok to post online?
What personal information shouldn’t
be shared
Dangers of sharing personal
information
Protect students from revealing too
much information
Sexting – statistics
Why do teens sext?
Consequences of sexting?
Addressing sexting
What is it?
How does it occur?
What is grooming?
Signs of grooming
Predatory offenders
Protect students from predatory
offenders

Gold

Topic
8. Communications
and Social Media
Security

13. Cyber Bullying

13.1 Cyber Bullying

13.1.1.
13.1.2.
13.1.3.
13.1.4.

13.2. Victim

13.2.1.
13.2.2.
13.3.1.
13.3.2.

13.3. Cyber-bully

13.4. Bystander

13.4.1.
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Definition of Cyber Bullying
Examples
Bullying vs Cyber bullying
The players in Cyber Bullying
Cyber bully, victim, bystanders
Victim characteristics
How to help a cyber-bullying victim
A cyber-bully’s behavior
Prevent a student from becoming a
cyber-bully
What to do with bystanders

4.5. Digital Competence 5: Problem Solving in Pedagogy
As the role of the teachers changes and s/he is supposed to support pupils to find answers to new
problems, also the teacher is in the position to permanently expand her or his knowledge. This
course will provide teachers with a variety of methods in order to approach emerging and unknown
topics in the teaching process. At the beginner’s level, teachers will improve and refine their
individual capacities to analyze and resolve problems. Throughout the levels, this knowledge and
capacity will be expanded towards the use of more collaborative and IT-based methods.
4.5.1. Main Objectives and Benchmarks









Have knowledge of how to represent a problem
Understand the usefulness of errors for resolving a problem
Understand how to modify questions in order to resolve a problem
Understand the need for and risks of social media in order to collaborate and resolve a problem
Understand how to handle feedback processes productively for resolving problems
Know basic software and hardware options for resolving a problem
Have knowledge on how to participate productively in relevant teachers’ networks
Have the knowledge and the capacity to adapt TET to pupils with SEN

Topic
1. Giving a
representation to a
problem

Chapters
1.1 Drawing a diagram

Reference
1.1.1.
1.1.2.
1.1.3.
1.1.4.

2. Making a
calculated guess

2.1. Trial & Error

2.1.1.
2.1.2.

2.2. Looking for
patterns

2.2.1.
2.2.2.

3. Going through a
process

2.3 Making a
supposition or
reasonable guess
3.1 Acting it out

2.3.1.

3.2. Working
backwards
3.3 Creating a model

3.2.1.

3.1.1.
3.1.2.

3.3.2.
3.3.3.
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Description
Understand what a diagram is
Different forms of diagrams
Purposes of different diagrams
Understand how to interpret a diagram to find a solution to a problem
Concept of trial and error
Error as part of process, rather than
failure
From basic to more advanced
patterns
Training the mind in distinguishing
patterns
The role of the teacher in supporting
pupils in supposition
Mental representation of the process
Physical representation of the
process
From a supposed solution back
through the process
Planning a model
Making a model

Bronze

4.5.2. Levels

Reference
4.1.1.
4.1.2.
4.1.3.

5. Problem solving
aided by hardware

6. Additional
problem solving
techniques

Topic
7. Participation in
collaborative
networks for
primary teachers
and latest research
8. Advances
problem solving in
practice

Description
Using word processors in different
subjects and learning areas
Using spreadsheets in different
subjects and learning areas
Using presentation programs in
different subjects and learning areas
Using interactive boards in different
subjects and learning areas

5.1 Overview of
hardware solutions for
problem solving in
class + case studies
6.2. Overview of
hardware solutions for
problem solving
6.1. Types of diagrams
according to concept

5.1.1.

6.2. Restating the
problem
6.3. Simplifying the
problem
6.4. Solving parts of
the problem

6.1.2.

6.2.2.

Break a problem into parts and
recompose the partial solutions

Chapters
7.1. Accessing
networks divided by
areas of learning /
subjects

Reference
7.1.1.

Description
Accessing teachers' networks based
on areas / subjects

7.1.2.

Identifying online platforms for
teacher’s resources

8.1. Advanced
problem solving aided
by software (1)
8.2. Advanced
problem solving aided
by software (2)
8.3. Advanced
problem solving aided
by hardware (1)
8.4. Advanced
problem solving aided
by hardware (2)
8.5. Advanced
problem solving aided
by hardware (3)
8.6. Advanced
problem solving aided
by hardware (3)

8.1.1.

Extra tips for word processors &
presentation software

8.2.2.

Problem solving games

8.3.1.

Furthers tips for using interactive
whiteboards

8.4.1.

Using the interactive whiteboard to
teach music

8.5.1.

Using the interactive whiteboard to
basic reading and foreign languages

8.6.1.

Using a 3D printer

5.1.2.

Using audio/visual devices in
different subjects and learning areas

6.1.1.

Identify and generate appropriate
diagrams according to the type of
problem
Identify key aspects of a problem and
restate the question
Methods to simplify a problem

6.2.1.
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Silver

Chapters
4.1. Overview of
software solutions for
problem solving
activities in class

Gold

Topic
4. Problem solving
aided by software

5. Open Badges eco-System
Based on IO1 (National Reports TET in primary schools) and IO2 (Technology Enhanced Teaching –
TET Code of Competence for Primary School Teachers and OPEN BADGES eco-system and validation),
IO2 develops the framework for the evaluation and validation of the digital skills to be acquired by
primary school teachers as well as the structure, criteria and description for issuers. It describes the
graphic design and the technological integration with the e-platform and the endorsement
procedure.
The framework includes the theoretical and practical knowledge, skills and attitudes to be acquired
by the primary school teachers as well as the teaching and the assessment methods. Open Badges
will be delivered when the necessary requirements have been met.
The TET Competence Code and the Open Badges (OB) system aims to introduce quality standards for
the use of ICT in primary schools, both in relation to the strengthening of PRS Teachers profiles and in
relation to the introduction of evidence-based data for quality assurance. Acquiring Open Badges is a
motivating procedure which provides incentives for primary school teachers to continue their
training. It is linked to the digital skills, as Open Badges are created on-line through the use of an
open-platform and can be shown on various personal pages, such as FB, Twitter, LinkedIn etc. In
addition, at a later step, primary school teachers can use this method for their own teaching of fellow
primary school teachers and motivate them to participate in LLL opportunities.
Open Badges were originally developed by the Mozilla Foundation with funding from the MacArthur
Foundation (Surman M., 2011). The Open Badges Standard describes a method for packaging
information about accomplishments, embedding it into portable image files as a digital badge, and
establishing an infrastructure for badge validation.
Open Badges provide portable and verifiable information about digital skills and achievements.
Primary school teachers can unlock opportunities by sharing collections of badges representing
desired skill sets in a dynamic, evidence-based way. Open Badges represent legitimate, authenticated
achievements described within the badge and linked to the primeTECH project.
The primeTECH consortium plays a critical role in developing the ecosystem. Open Badges can
support learners to achieve new collaborations, jobs, internships and richer connections between
lifelong learners.
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6. Conclusion –
moving on to the IO3
Based on the above, primary school teachers are provided with the theoretical framework to support
the development and analysis of the Technology Enhanced Teaching Code of Competence which will
support the digital upgrade both in teaching and learning.
The TET Code of Competence with the inbuilt benchmarks and indicators will be used as the basis for
the development of IO3 which aims to design both the procedure and the dynamic e-tool for primary
school teachers to assess their level of digital competence presented in a two level process as a self
and external assessment for validation (badge) using formative and summative techniques, which
will then be analysed providing teachers with a professional action plan.
The on-line tool to be created in IO4 will guide primary school teachers to create their profile and
self-assess their skills, attitudes, knowledge and practices in relation to the aspects, benchmarks and
indicators used in the TET Code using various assessment techniques qualitative and quantitative.
Finally the tool will provide the external-assessment for validation purposes for issuing a badge at
certain levels according to IO2. Endorsement procedures will be taken by partners (i.e. stakeholders,
validation body etc.).
It is expected that the procedure proposed and the e-assessment tool to be designed will empower
and stimulate primary school teachers to enhance their teaching with ICT in order to motivate
students and raise learning outcomes.
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The
coordinating
partner
is
The
Institute of Civic
Education, which is part of the Leibniz
University Hannover, Germany. The overall
aim of the institute is to enable both young
people and adults to acquire key skills and
competences
necessary
for
active
citizenship and participation at all levels of
social and political life. IDD develops,
tests and implements a wide range of
training programs, all of which aim to
improve the skills of trainee teachers and
other education professionals.

NCSR “Demokritos”
is
the
largest
multidisciplinary research centre in Greece
conducting world-class basic and applied
research,
for
advancing
scientific
knowledge and promoting technological
development in selected areas of national
socio- economic interest. It also plays a
pivotal role in graduate education and
professional training and its unique
infrastructure is employed for hightechnology services to the Industry and the
Society.
https://www.iit.demokritos.gr/index.php?la
ng=en

https://www.uni-hannover.de/
http://www.demokratiedidaktik.de/

Biedrība Eurofortis is a
dynamic
Czech-Latvian
centre based in Riga, Latvia
working in the field of
training and personal and professional competence development. It provides up-to-date
educa- tional and learning materials, tools and
methods, as well as training within projects
mostly aimed at identification, development
and improvement of various competences and
knowledge.
http://eurofortis.lv/en/

Primary School and
Kindergarten EuroEd in
Iasi, Romania promotes
the European dimension of education
which has become part of the ethos and
culture of the school and it encourages
multi- culturalism and multilingualism by
providing education to children of different
nationalities or be- longing to different
ethnic groups.
http://euroed.ro/

The
Emphasys
Centre
is
a
successful
ICT
Educational and Vocational Centre and a
European Re- search Centre, based in
Nicosia, Cyprus, cooperating closely with
various organisations in Europe for the
implementation of EU projects. The Centre
has great experience in the development of
training courses for the professional
development of educators across the
sectors.

edEUcation is an
education
consultancy with ex- pertise in working on
international education pro- grammes. The
consultancy is led by a former UK
secondary Principal who is an officially
accredited EU expert in Erasmus+ assisted
by highly qualified and experienced
practitioners from all education sectors.
http://www.edeucation.com/

http://emphasyscentre.com/
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Also check out:

primeTECH Intellectual Output 1: State of the Art: Inventory Report. Current
scene of Technology Enhanced Teaching, Learning and Assessing in Primary
Schools, leading partner: Institute for Didactics of Democracy of the Leibniz
University Hannover in Germany

primeTECH Intellectual Output 2: Technology Enhanced Teaching (TET) Code of
Competence for Primary School Teachers and OPEN BADGES eco-system and
validation, leading partner: Emphasys Centre

primeTECH Intellectual Output 3: primeTECH Assessment Tools and Open
Badges, leading partner: National Center for Scientific Research “Demokritos”

primeTECH Intellectual Output 4 & 5: the technical aspects (IO4) and the
content (IO5) of the primeTECH elearning platform
http://primetech.iit.demokritos.gr/, leading partner for IO4: National Center
for Scientific Research “Demokritos”, leading partner for IO5: Emphasys Centre.
Visit our elearning platform!

primeTECH Intellectual Output 6: primeTECH in action, leading partner:
edEUcation
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